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General Data Protection Regulations (GDPR) Policy 

Definitions 

a) Data Controller – the entity that determines the purposes, conditions and means of 
the processing of personal data, ie. the Institute. 

b) Data Officer – the individual appointed within the Institute responsible for 
overseeing the data protection strategy and implementation to 
ensure compliance with GDPR requirements, ie. the Institute 
Academic Registrar. 

c) Data Processor – the person or persons who process data on behalf of the Data 
Controller, ie. Institute administrators. 

d) Data Subject – a natural person whose personal data is processed by a controller 
or processor, ie. students, staff and associates. 

It is essential for Maryvale Institute (the Institute, we, us, our) to retain and process personal 
and sometimes sensitive data in the exercise of its mission. Under the Data Protection Act of 
1998 (DPA) and the General Data Protection Regulation of 2018 (GDPR), the Institute is 
classified as a data controller and as such, we are legally responsible for personal and sensitive 
data we collect and hold about our students, staff and associates. The gathering, use, storage 
and disposal of such data is governed by the following principles: 

1. Consent is sought before any personal or sensitive data is held or processed. 

2. Consent may be withdrawn by the data subject at any time. 

3. A record of consent given or withdrawn is kept on the Institute database, except 
where a data subject has asked for all records to be erased. 

4. Personal or sensitive data is retained for lawful purposes only1 (as identified by the 
GDPR 2018) and is retained and used as set out in the Institute’s privacy statements, 
available on the website. 

5. Personal or sensitive data is retained for no longer than is necessary, in accordance 
with the Institute’s retention schedule, available on the website. 

6. Data Processors conduct an annual audit of data held and delete/dispose of any that 
has reached its retention limit. 

                                                           
1 Lawfulness of processing conditions 

 6(1)(a) - Consent of the data subject 

 6(1)(b) - Processing is necessary for the performance of a contract with the data subject or to take steps to enter into a contract 

 6(1)(c) - Processing is necessary for compliance with a legal obligation, eg. submitting data to regulatory bodies 

 6(1)(d) - Processing is necessary to protect the vital interests of a data subject or another person 

 6(1)(e) - Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller – reporting to the validating bodies 

 6(1)(f) - Necessary for the purposes of legitimate interests pursued by the controller or a third party, except where such interests 
are overridden by the interests, rights or freedoms of the data subject. 

 



7. As part of our validation relationships we are obliged to share personal student and 
staff data with our validating bodies. This will be done according to our sharing 
agreements with the validating bodies and in the most secure format possible. 

8. Data Protection impact is considered at the proposal stage of any new initiative. 

Subject Access Requests (SARs) 

9. The Institute has two Request Handlers: the Academic Registrar and the Registry 
Assistant, who would cover in the absence of the Academic Registrar. 

10. SARs must be accompanied by proof of ID, to ensure personal and sensitive data is 
not sent to anyone other than the data subject to whom it applies. 

11. SARs may only be submitted to request data about you as an individual, you may not 
request data about anyone other than yourself. The only exception to this is if, due 
to incapacity, you give someone permission to request data on your behalf. In this 
case verifiable proof of such permission must be provided. 

12. Data requested via a SAR must be provided by the Institute within 40 days of receipt 
of the request, or within 40 days of the receipt of any additional information 
required to fulfil the request. 

13. Data is provided in an accessible and intelligible format, according to the preferences 
of the data subject making the request (eg. if the request is made electronically the 
data will be provided in a commonly used electronic format) and will include 
explanations of the data as required. 

14. Certain categories of data are exempt from the DPA and GDPR, eg. examination 
scripts, confidential references issued by staff of the Institute to other bodies and 
any data that mentions other data subjects. 

15. Records of SARs and our response to them are kept for reporting purposes, in 
accordance with the Institute retention schedule. 

Exercising your rights 

16. As well as the right to access your data, you have: 

 The right to rectification - Individuals are entitled to have personal data rectified if 
it is inaccurate or incomplete. 

 The right to erasure - also known as “the right to be forgotten”. Individuals have a 
right to have personal data erased and to prevent processing in specific 
circumstances.  

 The right to restrict processing - Individuals have a right to ‘block’ or suppress 
processing of personal data. 

 The right to data portability - This allows individuals to obtain and reuse their 
personal data for their own purposes across different services.  

 The right to object - Individuals have the right to object to processing based on 
legitimate interest or the performance of a task in the public interest/exercise of 
official authority; direct marketing and processing for purposes of scientific/historical 
research and statistics. 

 Rights related to automated decision making and profiling - Provides safeguards 
for individuals against the risk that a potentially damaging decision is taken 



without human intervention. (Maryvale Institute does not use automated 
decision making or profiling.) 

17. To exercise any of the above rights you must apply to the Academic Registrar, 
Maryvale Institute, either via email or in writing. 
 

Data breaches 

18. A breach is defined as a breach of security leading to the destruction, loss, alteration, 
unauthorised disclosure of or access to personal or sensitive data, which is likely to 
result in a high risk to the rights and freedoms of individuals. 

19. All necessary steps are taken to avoid such an event, but in the case of a breach as 
above, data subjects affected must be informed. 

20. If the breach is likely to result in a risk to the rights and freedoms of individuals, eg. 
result in discrimination, damage to reputation, financial loss, loss of confidentiality 
or any other significant economic or social disadvantage, it must be reported to the 
Information Commissioner’s Office (ICO) within 72 hours of discovery. 

21. Breaches will be investigated by the Data Officer, unless the breach was caused by 
the person in that role, in which case it will be investigated by the Institute Director. 

22. A record must be kept of any breaches, reported or not reported, and the action 
taken in response to the breach. 

 

 


